
 
  

 
 

 
 
 
  December 9, 2016 

 
MEMORANDUM 

 
 

TO: The Audit, Compliance, and Risk Committee: 
 

Frank E. Genovese, Chair 
Mark T. Bowles 
L.D. Britt, M.D. 
Frank M. Conner III 
Babur B. Lateef, M.D. 
James B. Murray Jr. 
William H. Goodwin Jr., Ex Officio 
Adelaide Wilcox King, Faculty Consulting Member 

 
   and 
 
 The Remaining Members of the Board: 

 
Whittington W. Clement 
Elizabeth M. Cranwell 
Thomas A. DePasquale 
Kevin J. Fay 
Barbara J. Fried 
John A. Griffin 

                                           

John G. Macfarlane III 
Tammy S. Murphy 
James V. Reyes 
Jeffrey C. Walker 
Nina J. Solenski, M.D., Faculty Member  
Phoebe A. Willis, Student Member

FROM: Susan G. Harris 
 
SUBJECT:  Minutes of the Meeting of the Audit, Compliance, and Risk  
 Committee on December 9, 2016 
 

The Audit, Compliance, and Risk Committee of the Board of 
Visitors of the University of Virginia met, in Open Session, at 12:45 
p.m., on Friday, December 9, 2016, in the Board Room of the Rotunda.  
Frank E. Genovese, Chair, presided. 
 
 Present:  William H. Goodwin Jr., Mark T. Bowles, L.D. Britt, 
M.D., Frank M. Conner III, Babur B. Lateef, M.D., James B. Murray Jr., 
and Adelaide Wilcox King.   
 

Whittington W. Clement, Elizabeth M. Cranwell, Thomas A. 
DePasquale, Kevin J. Fay, Barbara J. Fried, John G. Macfarlane III,  
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Tammy S. Murphy, James V. Reyes, Jeffrey C. Walker, Nina J. Solenski, 
M.D., and Phoebe A. Willis were also present. 
 

Present as well were Teresa A. Sullivan, Patrick D. Hogan, 
Richard P. Shannon, M.D., Susan G. Harris, Melody S. Bianchetto,  
David W. Martel, Debra D. Rinker, Nancy A. Rivers, Roscoe C. Roberts, 
Colette Sheehy, and Farnaz F. Thompson.  
 

Presenters were Virginia Evans, James S. Matteo, Gary S. Nimax, 
Carolyn D. Saint, and Eric M. Sandridge.  
 
 Mr. Genovese opened the meeting and gave the floor to Ms. Melody 
Bianchetto.  She thanked her staff, especially Mr. David Boling and 
Mr. Randy Ellis, for their work on the University’s annual audited 
financial statement, which was distributed during the meeting.  She 
explained that as in past years the statement shows an operating loss.  
This is because the standards of the Governmental Accounting Standards 
Board require appropriations, gifts, and endowment return to be shown 
below the operating line.  This year’s operating loss is $397 million.  
Net assets have remained stable at $10.5 billion.   
 
Auditor of Public Accounts Audit and Management Report 
 
 Ms. Bianchetto introduced Mr. Eric Sandridge, Director of Higher 
Education Programs for the Virginia Auditor of Public Accounts (APA).  
Mr. Sandridge reported the APA has issued unmodified opinions on the 
University and the Medical Center financial statements for the year 
ending June 30, 2016.   
 

As part of its work, the APA issued a separate report on internal 
control and compliance.  Five instances are in the report.  The APA 
does not consider them to be material weaknesses in internal control.  
Two instances are status updates on recommendations from the prior 
year: improving VPN security control, and controls for elevated 
workstation privileges.   

 
A third instance is a repeat finding for the Medical Center’s 

process for reconciling retirement contributions with the Virginia 
Retirement System.  As a result of discussions with Medical Center 
staff, the APA believes an adequate process is now in place.  A fourth 
instance is to improve security awareness training programs with a 
requirement for the annual training of every employee on how to avoid 
security attacks.  The last instance addresses use of sole source 
procurement by the Facilities Planning and Construction Department.  
The APA recommends limiting sole source procurements to ensure 
competition and the best price.  Some sole source contracts were based 
on timing issues, which the APA does not believe to be an adequate 
justification.   

 
During the committee discussion, the impact of the sole source 

recommendation on research was raised.  Investigators and faculty have 
to meet the goals and deadlines presented in the grant proposals.  Mr. 
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Sandridge said the focus of the recommendation is on construction 
contracts, which involve large dollar amounts.  The APA acknowledges 
that due to the specialized nature of some research projects there are 
times where sole source procurements based on timing are acceptable 
because one cannot always plan for everything that is needed.  As a 
result, the APA understands sole source procurements may be used more 
frequently for research than in other areas. 
 
Audit Department Report 
 
 Ms. Carolyn Saint reviewed the department’s year-to-date 
activities.  She said its portfolio spans from traditional audits of 
process and control to the evaluation of potential risks to the 
University’s strategic projects.  The department’s priorities focus on 
projects that are key to University strategies.  She highlighted four 
project ‘health checks’ that are underway: implementation of the 
Health System’s Epic Phase 2 project; the UFirst Human Resources 
Transformation project; the Ivy Cloud project; and the SecureUVA 
project.  The department will focus on the risks to the implementation 
of these projects.  She reported that a project has been added to the 
list of projects planned for the remainder of the year.  This is an 
audit of incident response focusing on the threat of ransomware and 
viruses to the Medical Center.  Its purpose is to confirm the 
University’s readiness to meet these threats.  She reported that most 
management action plans have been completed.  
 
University Compliance: Report on the Medical Center Compliance and 
Privacy Officer Search 
 
 Mr. Gary Nimax reported a search has been completed and Ms. 
Regina Verde has accepted the position and will join the University on 
January 16, 2017.   
 
Enterprise Risk Management (ERM) Report 
 
 Mr. James Matteo reviewed the ERM priorities and their timelines.  
For the first priority, Reposition the Program, the University decided 
to focus the program on strategy instead of compliance and operations.  
It created a University network of units and departments with an 
emphasis on placing risk management in management’s hands.  The second 
priority was to enhance Board reporting, and the third priority was to 
include the Health System in the program.   
 

Mr. Matteo said the University recently updated its key risk 
list.  The update involved clarification of the University’s major 
objectives, identification of the risks to these objectives, 
assessment of the identified risks, and development of responses and a 
management plan for the risks.  Key risks for the Academic Division 
include resources, safety, cybersecurity, executive transition, 
leadership, and advancement.   
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Closed Session 
 

At 1:20 p.m., the committee went into closed session upon motion 
made by Dr. Lateef, duly seconded, and approved unanimously.   

 
Mr. Chair, I move the Audit, Compliance, and Risk 
Committee into closed meeting to discuss plans and 
actions taken to respond to specific cybersecurity 
vulnerabilities in the Academic Division, because 
disclosure of such information would adversely affect the 
safety and security of students, faculty, visitors, and 
staff of the University of Virginia.  The foregoing 
motion is authorized by Sections 2.2-3711 (A) (19) of the 
Code of Virginia.  

 
At 1:40 p.m., the committee concluded closed session and approved 

the following motion, made by Dr. Lateef and duly seconded, by 
unanimous roll call vote:  
 

I move that we vote on and record our certification 
that, to the best of each member’s knowledge, only 
public business matters lawfully exempted from open 
meeting requirements and which were identified in the 
motion authorizing the closed session, were heard, 
discussed or considered in closed session. 
 
Voting in the affirmative: 
 

Mark T. Bowles 
L.D. Britt, M.D. 
Frank E. Genovese 
Frank M. Conner III 
Babur B. Lateef, M.D. 
James B. Murray Jr. 
William H. Goodwin Jr. 
Adelaide W. King  

_ _ _ _ _ _ 
 

 On motion, the committee adjourned at 1:40 p.m. 
 
SGH:wtl 
These minutes have been posted to the University of Virginia’s Board of 
Visitors website:  http://www.virginia.edu/bov/auditminutes.html  

http://www.virginia.edu/bov/auditminutes.html

